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1
SECURE REMOTE DESKTOP

FIELD OF THE INVENTION

The present invention relates generally to digital commu-
nications and control, and particularly to systems and meth-
ods for secure communications.

BACKGROUND

In a computer network handling sensitive communica-
tions, portions of the network may be connected by one-way
links. The term “one-way link” is used in the context of the
present patent application and in the claims to refer to a
communication link that is physically configured to carry
signals in one direction and to be incapable of carrying signals
in the opposite direction. Such a link, for example, may com-
prise a cable, such as an electrical or fiberoptic cable, with a
transmitter but no receiver at one end, and a receiver but no
transmitter at the other. One-way links may be implemented,
for example, using Waterfall® systems, which are manufac-
tured by Waterfall Security Solutions, [.td. (Rosh HaAyin,
Israel). When a transmitting computer is connected by a
Waterfall system (or other one-way link) to a receiving com-
puter, the receiving computer can receive data from the trans-
mitting computer but has no physical means of sending any
return communications to the transmitting computer.

One-way links may be used to prevent data either from
entering or leaving a protected facility. For example, confi-
dential data that must not be accessed from external sites may
be stored on a computer that is configured to receive data over
a one-way link and has no physical outgoing link over which
data might be transmitted to an external site. On the other
hand, in some applications, the operator of the protected
facility may be prepared to allow data to exit the facility freely
via a one-way link, while preventing communications from
entering the facility in order to thwart hackers and cyber-
terrorists.

In this latter category, for example, U.S. Pat. No. 7,649,
452, whose disclosure is incorporated herein by reference,
describes protection of control networks using a one-way
link. As described in this patent, a method for monitoring a
process includes receiving a signal from a sensor that is
indicative of a physical attribute associated with the process
and transmitting data indicative of the received signal over a
one-way link. The transmitted data received from the one way
link are used in monitoring the process. The method is
described in the patent particularly in the context of Supervi-
sory Control And Data Acquisition (SCADA) systems. A
SCADA system receives monitoring data from the monitored
facility via a one-way link. The SCADA system is unable to
transmit any sort of data back to the monitored facility (al-
though a separate, open-loop connection may be provided for
this purpose), and therefore cannot be used as the base for an
attack on the facility.

To facilitate remote monitoring of industrial networks,
Waterfall Security Solutions offers a product known as
Remote Screen View (RSV), which uses an internal, hard-
ware-based, unidirectional fiberoptic link to replicate, in real-
time, servers and workstations screens located in industrial
networks to corporate or external networks. This product is
said to provide secure, unidirectional screen replication from
industrial networks to corporate networks. Due to the design
of the hardware itself, data flow from the corporate network
towards the industrial network is physically impossible.

In practice, there is sometimes a need to transmit informa-
tion or commands from an external network back into a
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monitored facility that is protected by use of an outgoing
one-way link. A solution to this need is proposed, for
example, in U.S. Patent Application Publication 2014/
0068712, whose disclosure is incorporated herein by refer-
ence. This publication describes communication apparatus
that includes a one-way, hardware-actuated data relay, which
includes a first hardware interface configured to receive a
command from a communications network and a second
hardware interface configured to convey the received com-
mand to a protected destination when the relay is actuated. A
decoder includes a third hardware interface configured to
receive a digital signature for the command from the commu-
nications network and hardware decoding logic coupled to
verify the digital signature and to actuate the relay upon
verifying the digital signature, whereby the command is con-
veyed via the second hardware interface to the protected
destination.

U.S. Patent Application Publication 2010/0278339, whose
disclosure is incorporated herein by reference, describes
apparatus in which an encryption processor is coupled
between an input transducer, such as a keyboard, microphone,
touch screen or imaging device, and a computer. The encryp-
tion processor receives and encrypts input data signals from
the input transducer, so that the data input from the input
transducer to the computer is already encrypted. Typically,
the computer is able to access the input transducer only via the
encryption processor, so that an unauthorized party cannot
gain access to the clear signals that are produced by the input
transducer itself. The computer may then transmit and/or
store the input data from the input transducer in encrypted
form, without ever having to decrypt the data.

SUMMARY

Embodiments of the present invention that are described
hereinbelow provide apparatus and methods for secure com-
munication with a protected installation.

There is therefore provided, in accordance with an embodi-
ment of the present invention, a method for communication,
which includes receiving in a secure installation via a network
from a remote user terminal an input including a stream of
symbols that has been encrypted using a preselected encryp-
tion key. The encrypted stream of symbols is decoded in the
secure installation using a decryption key corresponding to
the preselected encryption key, to produce a clear stream of
symbols. Using a computer program running on a processor
in the secure installation, the symbols in the clear stream are
processed, and a graphical output is generated in a predefined
display format in response to processing the symbols. The
graphical output is outputted from the secure installation to
the network in an unencrypted format for display on the
remote user terminal.

In some embodiments, the method includes generating the
encrypted stream at the remote user terminal by applying the
preselected encryption key using an encoder in a secure input
device of the remote user terminal such that the encryption
key is inaccessible to a central processing unit of the terminal.
The symbols in the stream may be alphanumeric characters.

Typically, outputting the graphical output includes repli-
cating a local display of the processor in the secure installa-
tion on a remote display at the remote user terminal. Receiv-
ing the encrypted stream of symbols and generating the
graphical output may provide a remote desktop functionality
at the remote user terminal for controlling predefined func-
tions of the secure installation.

In a disclosed embodiment, decoding the encrypted stream
includes inputting the symbols to the secure installation via a
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first one-way link, and outputting the graphical output
includes conveying the graphical output to the network via a
second one-way link.

In one embodiment, the secure installation includes an
industrial control system, and the input from the remote user
terminal is configured to control an operating configuration of
the industrial control system.

There is also provided, in accordance with an embodiment
of the present invention, communication apparatus for
deployment in a secure installation. The apparatus includes
an input interface, which is configured to receive via a net-
work from a remote user terminal outside the secure installa-
tion an input including a stream of symbols that has been
encrypted using a preselected encryption key. A decoder is
coupled to receive the encrypted stream of symbols from the
interface and configured to decrypt the encrypted stream
using a decryption key corresponding to the preselected
encryption key, to produce a clear stream of symbols. A
computer is configured to run a software program that causes
the computer to process the symbols in the clear stream and to
generate a graphical output in a predefined display format in
response to processing the symbols. An output interface is
configured to convey the graphical output to the network in an
unencrypted format for display on the remote user terminal.

There is additionally provided, in accordance with an
embodiment of the present invention, a method for commu-
nication, which includes receiving in a secure installation via
a network from a remote user terminal an input including a
stream of symbols that has been encrypted using a preselected
encryption key. The encrypted stream of symbols is decrypted
in the secure installation using a decryption key correspond-
ing to the preselected encryption key, to produce a clear
stream of symbols. Using a computer program running on a
processor in the secure installation, the symbols in the clear
stream are processed, and a graphical output is generated in a
predefined display format in response to processing the sym-
bols. The graphical output is outputted from the secure instal-
lation to the network for display on the remote user terminal.

In one embodiment, outputting the graphical output
includes encrypting the graphical output, and transmitting
only the encrypted graphical output to the network. Typically,
the graphical output is received and decrypted at the remote
user terminal so as to replicate a local display of the processor
in the secure installation on a remote display at the remote
user terminal and to provide a remote desktop functionality at
the remote user terminal for controlling predefined functions
of the secure installation.

There is further provided, in accordance with an embodi-
ment of the present invention, communication apparatus for
deployment in a secure installation. The apparatus includes
an input interface, which is configured to receive via a net-
work from a remote user terminal outside the secure installa-
tion an input including a stream of symbols that has been
encrypted using a preselected encryption key. A decoder is
coupled to receive the encrypted stream of symbols from the
interface and configured to decrypt the encrypted stream
using a decryption key corresponding to the preselected
encryption key, to produce a clear stream of symbols. A
computer is configured to run a software program that causes
the computer to process the symbols in the clear stream and to
generate a graphical output in a predefined display format in
response to processing the symbols. An output interface is
configured to convey the graphical output to the network for
display on the remote user terminal.

The present invention will be more fully understood from
the following detailed description of the embodiments
thereof, taken together with the drawings in which:
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4
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram that schematically illustrates a
system for secure monitoring and control, in accordance with
an embodiment of the present invention;

FIG. 2 is a block diagram that schematically shows func-
tional elements of a protected installation in a system for
secure monitoring and control, in accordance with an
embodiment of the present invention;

FIG. 3 is a block diagram that schematically shows func-
tional elements of a user terminal for secure communication
with a protected installation, in accordance with an embodi-
ment of the present invention; and

FIGS. 4A and 4B are block diagrams that schematically
show, respectively, functional elements of a protected instal-
lation and of a user terminal for secure communication with
the protected installation, in accordance with an alternative
embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

Remote desktop functionality is available on a wide range
of different types of computers and operating systems.
Remote desktop software, running on a host computer and a
remote client computer that are connected by a network (such
as the Internet), allows the user of the client computer to
operate the host computer by remote control. Specifically, the
software enables the client computer to display a copy of the
host computer screen (the “desktop™) and to transmit user
inputs, such as keystrokes and mouse actions, from the client
to the host computer. Remote desktop software is particularly
useful in system administration and maintenance functions,
as it allows qualified personnel to service computers in
remote locations without actually traveling to the locations.

At the same time, remote desktop operation creates a
severe security risk for the host computer, since it surrenders
the host computer to the control of a remote operator while
giving the operator immediate feedback as to the effect of
inputs transmitted to the host computer. Although certain
security measures are commonly incorporated in remote
desktop software packages that are known in the art, such as
password protection, these measures are not generally con-
sidered sufficient to allow remote desktop functionality to be
used on host computers in secure installations, such as in the
type of closed facility that is described in the above-men-
tioned U.S. Pat. No. 7,649,452. In some such installations, a
certain degree of network-based remote control may be pos-
sible using a limited command set, as described, for example,
in the above-mentioned U.S. Patent Application Publication
2014/0068712. More complex administrative and mainte-
nance operations, however, can be carried out only on site.

To reduce the need for this sort of site visit by technical
personnel (and on the other hand, to reduce the use of insuf-
ficient security measures as a default), embodiments of the
present invention that are described herein provide methods
and apparatus that enable remote desktop functionality in a
secure installation while maintaining a high level of security
against unauthorized access. These embodiments use hard-
ware components to separate the input from a remote user
terminal to the secure installation from the graphical display
output that is provided by the installation and thus avoid
creating a closed communication loop that could be exploited
by a malicious party.

In the disclosed embodiments, the input to the secure
installation comprises a stream of symbols that has been
encrypted by the remote user terminal using a preselected
encryption key. A decoder in the secure installation converts
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the encrypted input back into a clear stream of symbols, using
a corresponding decryption key. Thus, the remote desktop
functionality of the secure installation can be accessed only
by a client device that is in possession of the proper encryp-
tion key. For enhanced security, the encrypted symbol stream
may be generated using a hardware-based encoder in a secure
input device of the remote user terminal. The encryption key
is held securely in the input device and is inaccessible to the
central processing unit (CPU) of the terminal (if the terminal
has a CPU) and other non-secure components of the terminal,
and possibly inaccessible to the operator of the terminal, as
well.

After decoding in the secure installation, a computer pro-
gram running on a host processor in the secure installation
processes the symbols in the clear stream. The program gen-
erates a graphical output in a predefined display format in
response to processing the symbols and conveys the graphical
output from the secure installation to the network in an unen-
crypted format. The remote user terminal receives and dis-
plays this graphical output, and thus allows the user of the
terminal to observe the effect of the (encrypted) input that the
remote terminal has transmitted to the secure installation. The
graphical output may simply replicate a local display of the
processor in the secure installation, and may be viewed on any
remote display.

Thus, the user of the remote user terminal enjoys the ben-
efit of remote desktop functionality without creating a closed
communication loop and without actually running any
remote client software on the terminal, which might other-
wise enable an attacker to gain access to this functionality.
Rather, the user inputs are securely encrypted, typically by a
dedicated device independent of user terminal software,
while the graphical output from the secure installation may be
received and displayed on the terminal screen, typically with-
out any further processing. Alternatively, for additional data
security, the graphical output from the secure installation may
be encrypted, in which case the user terminal is equipped with
a suitable secure decoder in order to decrypt and display the
output.

Depending on application requirements and security con-
straints, the symbols transmitted by the user terminal may be
limited to alphanumeric characters, or they may additionally
include symbols of other types, such as symbols representing
mouse actions or other data inputs. Similarly, the decoder and
processor in the secure installation may be configured (in
hardware and/or software) to allow the remote user to control
only certain predefined functions of the secure installation, or
they may allow full user access to all available functionality.

FIG. 1 is a block diagram that schematically illustrates a
system 20 for secure monitoring and control, in accordance
with an embodiment of the present invention. In this example,
system 20 is used to monitor and control an industrial control
system in a utility control station 22, such as a transmission
and switching station of an electric power utility. Although
for the sake of simplicity, only a single station 22 is shown in
FIG. 1, in practice utilities generally operate many such sta-
tions. Station 22 typically comprises an internal control net-
work 24, which includes operational elements, such as
switches, which make, break and adjust power connections,
as well as monitoring components, such as sensors. In many
actual systems, stations 22 are unmanned, and are monitored
and controlled remotely. In the present embodiment, station
22 is controlled by a remote user terminal 32 using remote
desktop functionality, as described herein.

Although the pictured example relates, by way of illustra-
tion, to an electric power utility, the principles of the present
invention are not limited to this particular operating context.

10

15

20

25

30

35

40

45

50

55

60

65

6

Rather, the apparatus and methods that are described below
may be applied to utilities of other types (such as gas or water
utilities, for instance), as well as in industrial environments
and substantially any other application in which tight control
is to be exercised over commands that may be input to a
protected installation. Station 22 is just one example of such
an installation. Certain embodiments of the present invention
are described hereinbelow, for the sake of clarity and without
limitation, with respect to the elements of system 20, but the
principles of these embodiments and the techniques that they
incorporate may similarly be applied in other operating envi-
ronments in which an installation is to be protected from
undesired data input and unauthorized access.

Station 22 is typically designed as a closed, secure facility,
protected physically against unauthorized entry. A host com-
puter 26 in station 22 inputs commands to the switches on
network 24 and monitors the operation of the switches and
other components of the station. Typically, network 24 com-
prises multiple sensors and actuators, which are distributed
throughout station 22 and report via a secure internal network
to host computer 26, as described, for example, in the above-
mentioned U.S. Pat. No. 7,649,452. Computer 26 outputs
information, including a graphical display output, via a one-
way link 28 to an output interface 38. Output interface 38 is
connected to a network 30, which conveys the output infor-
mation to terminal 32. Network 30 may comprise any suitable
wired or wireless network, or a combination of such net-
works, including public networks, such as the Internet.

One-way link 28 conveys output information from station
22 to network 30 but is physically incapable of conveying
input data from the network to the station. For this latter
purpose, station 22 comprises a secure input 34, which typi-
cally has an input interface coupled to network 30 and another
interface to the protected elements of the station. In this
example, secure input 34 receives and decodes a stream of
encrypted symbols transmitted by terminal 32 over network
30, and decodes and conveys the symbols over a one-way link
36 to host computer 26. Details of the structure and operation
of secure input 34 are described further hereinbelow with
reference to FIG. 2. Host computer 26 receives no inputs from
network 30 other than via input 34, which is typically con-
tained in station 22 and is thus itself protected from physical
and electrical tampering.

An operator 44 of terminal 32 interacts with host computer
26 using a remote desktop paradigm, as though the operator
was entering input directly to the computer and viewing the
effect of this input on the computer display screen. A secure
input device 40 in terminal 32 receives inputs from operator
44 and encodes these inputs as an encrypted symbol stream
using a preselected encryption key. Input device 40 comprises
a one-way link (as shown in FIG. 3) between the encryption
circuit and the output from the device so that the user input
cannot be manipulated remotely and cannot be altered on the
way to station 22. Terminal 32 transmits the encrypted sym-
bol stream over network 30 to secure input 34, which decodes
the symbols and thus provides a corresponding clear symbol
stream to host computer 26. At the same time, a display 42
(which is not connected to the user input side of input device
40 and thus cannot close the communication loop) presents to
operator 44 the graphical display output generated by host
computer 26 and transmitted over network 30 via output
interface 38. As illustrated in FIG. 1, the input path from input
device 40 of terminal 32 to computer 26 and the output path
from the computer to display 42 are separate and indepen-
dent, without any electronic interaction between these paths
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within terminal 32. The only actual connection between the
input and output paths is the cognitive connection made by
operator 44.

The operator inputs accepted by input device 40 typically
comprise alphanumeric characters (and may consist exclu-
sively of alphanumeric characters in order to reduce the risk
of a cyber-attack on station using non-standard characters).
Alternatively or additionally, the symbol stream generated
and transmitted by input device 40 may encode other operator
inputs, such as mouse actions, or equivalently, user interac-
tions with a joystick, touchscreen or other tactile input trans-
ducer, as well as audio and/or video input.

Typically (although not necessarily), as illustrated in FIG.
3, input device 40 comprises hardware logic for encrypting
the symbol stream that is to be transmitted over network 30,
and may not include any software-driven components, such
as a central processing unit (CPU). The input device may
encode the symbol stream using strong encryption and cryp-
tographic authentication techniques that are known in the art,
such as RSA public-key cryptography, so that secure input 34
can distinguish input sent by an authentic source from other
inputs and attacks. These features are useful in preventing an
attacker from mimicking or gaining control externally over
the encoding functions of input device 40. Additionally or
alternatively, the input device may include a timestamp and/
or sequence number in the symbol stream that it generates in
order to foil replay attacks.

Input device 40 may additionally be protected by electronic
and other means against an attacker who succeeds in gaining
physical control over the device, but these means are beyond
the scope of the present disclosure. For example, input device
40 may require the user to enter a password and/or comprise
a biometric identification module, such as a fingerprint
reader.

FIG. 2 is a block diagram that schematically shows func-
tional elements of station 22, and particularly of secure input
34 and host computer 26, in accordance with an embodiment
of the present invention. Station 22 comprises a secure zone
50, including host computer 26 and network 24, which is
accessible to external communications to and from network
30 only through a buffer zone 52. One-way links 36 and 28
enforce the input and output traffic directions against unau-
thorized access.

Secure input 34 comprises an input interface 54, such as a
network interface controller, which receives packets from
network 30 and passes the packet payloads to a decoder 56.
The decoder typically comprises suitable hardware logic,
which applies a decryption key corresponding to the encryp-
tion key used by input device 40 in order to convert the
encrypted input into a clear stream of symbols. (For example,
the decryption key may be the public key corresponding to the
private key used by the input device; or if a symmetric encryp-
tion method is used, the decryption key may be identical to the
encryption key.) Optionally, decoder 56 may apply additional
means, such as verification of a digital signature, sequence
number and/or timestamp applied by input device 40, as well
as payload structure filtering, to authenticate the received
symbol stream. Only when the decoder has successfully
decoded and verified the input symbols does it pass the cor-
responding clear stream of symbols over one-way link 36 to
host computer 26.

Host computer 26 may comprise a standard server, which
in the embodiment of FIG. 1 is typically adapted for industrial
control applications. The host computer comprises a proces-
sor 58, such as a general-purpose software-controlled central
processing unit (CPU), with a suitable memory 60 and a
control interface 62 to control network 24. The input symbol
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stream conveyed by decoder 56 to processor 58 over one-way
link 36 may represent, for example, a stream of characters
and/or mouse actions, as explained above. A suitable software
driver running on processor 58 causes the processor to accept
and respond to these characters and/or mouse actions as
though they were generated by local user interface devices
connected physically to computer 26. This driver functional-
ity is similar in operation to the input portion of remote
desktop host software.

Software running on processor 58 processes these remote
keyboard and/or mouse inputs, as well as information from
memory 60 and control interface 62, and causes the processor
to generate and update display commands to a display con-
troller 64. The display controller generates a graphical output
suitable for driving a display screen, typically in a standard
display format. Instead of (or in addition to) driving a local
screen connected physically to computer 26, however, dis-
play controller 64 generates a stream of graphical data, which
it conveys via one-way link 28 to output interface 38. For
example, the graphical data may comprise a sequence of
JPEG- or MPEG-encoded screen shots, which are encapsu-
lated by output interface 38 in data packets for transmission
over network 30. Alternatively, the display controller and
output interface may output screen data in any other suitable
video or graphical format that is known in the art. The video
stream can be output over one-way link 28 in clear text, or
encrypted.

FIG. 3 is a block diagram that schematically shows details
of remote user terminal 32, in accordance with an embodi-
ment of the present invention. As explained above, terminal
32 comprises secure input device 40 and display 42, which are
physically and functionally separate eclements. In this
embodiment, terminal 32 comprises no CPU, and there is no
need for such a CPU in implementing the remote desktop
functionality that is described herein. In other embodiments,
however (not shown in the figures), terminal 32 may comprise
a CPU and other components to support other computing and
communication functions.

Like station 22, terminal 32 comprises a secure zone 70,
which is protected from unauthorized access, and a buffer
zone 72, which communicates with network 30. Within
secure zone 70, a user input transducer 74, such as akeyboard,
mouse, or other user-operated element, is operated by an
authorized user to generate an input stream to an encoder 76.
If the input stream is not already formatted as a sequence of
symbols (such as characters from a keyboard), encoder 76
converts the stream to symbols. The encoder then encrypts the
stream using an appropriate encryption key, while optionally
applying other security measures, such as digital signatures,
sequence numbers and/or timestamps, as described above.
Typically, although not necessarily, encoder 76 performs the
encryption using hardware logic and holds the encryption key
in memory (not shown) that is inaccessible to user 44 of
terminal 32, as well as to any CPU that may be used in running
software-based functions of the terminal.

Thus, the only data that exits secure zone 70 is the
encrypted symbol stream that is output by encoder 76 via a
one-way link 77 to an output interface 78 of terminal 32,
while the clear input from transducer 74 and the encryption
key used by the encoder are inaccessible from buffer zone 72.
Output interface 78 generates a communication stream con-
taining the encoded symbols for transmission over network
30 to secure input 34 of station 22. Output interface 78 may,
for example, establish a secure connection (such as a Trans-
port Layer Security [ TLS] encrypted connection, as is known
in the art) with secure input 34 over network 30. This sort of
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conventional data security measure adds a further layer of
protection to the operation of the dedicated hardware logic.

Display 42 comprises an input interface 80, which receives
packets of graphical data from output interface 38 of station
via network 30. Input interface 80 extracts the graphical data
from the packets and applies the data to drive a display screen
82. Operator 44 is thus able to observe, in real time, the
response of computer 26 to the inputs provided via input
device 40 and to interact with computer 26 in accordance with
a remote desktop paradigm. Any other user may similarly
observe the remote display, which need not be protected by
security measures. Only an authorized operator in possession
and control of secure input device 40, however, can actually
access the remote desktop functionality that is provided by
station 22.

The elements of station 22 and terminal 32 are shown in the
figures and described above in terms of separate functional
blocks solely for the sake of convenience and conceptual
clarity. In practical implementations, two or more of these
blocks may be combined in a single circuit element or, addi-
tionally or alternatively, certain blocks may be broken down
into separate sub-blocks and circuits. All such embodiments
are considered to be within the scope of the present invention.

FIGS. 4A and 4B are block diagrams that schematically
show, respectively, functional elements of a protected instal-
lation 90 and of a user terminal 100 for secure communication
with the protected installation, in accordance with an alterna-
tive embodiment of the present invention. In terms of general
functionality, installation 90 and user terminal 100 operate in
a similar fashion to installation 22 and user terminal 32 in
system 20, as described above. Therefore, like elements of
installation 90 and user terminal 100 are labeled with the
same numbers as the corresponding elements in system 20,
and the description that follows will focus mainly on the
elements of the present embodiment that differ from the pre-
ceding embodiments.

Whereas installation 22 transmits its graphical output to
network 30 in an unencrypted format, installation 90 provides
an added layer of security by encrypting the graphical output.
For this purpose, installation 90 comprises a secure output 92,
in which an encoder 94 encrypts the graphical output gener-
ated by display controller 64 using a preselected encryption
key, applying any suitable encryption technique. One-way
link 28 conveys he graphical output from display controller
64 to encoder 94. Output interface 38 then transmits the
encrypted graphical output from encoder 94 to network 30.
Optionally, the operator of installation 90 may switch the
encryption function of encoder 94 on or off depending on the
desired security configuration.

User terminal 100 comprises a secure display 102, com-
prising a decoder 106 that is programmed to decrypt the
encrypted graphical output transmitted from secure installa-
tion 90. Input interface 80 in secure display 102 passes the
encrypted graphical data to decoder 106 via a one-way link to
prevent tampering and data access by unauthorized parties.
Decoder 106 feeds the decrypted graphical output to display
screen 82 in secure zone 70 of user terminal 100. As in the
preceding embodiments, display 102 is not connected to the
user input side of input device 40 in terminal 100 and thus
cannot in itself close the communication loop.

It will thus be appreciated that the embodiments described
above are cited by way of example, and that the present
invention is not limited to what has been particularly shown
and described hereinabove. Rather, the scope of the present
invention includes both combinations and subcombinations
of the various features described hereinabove, as well as
variations and modifications thereof which would occur to
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persons skilled in the art upon reading the foregoing descrip-
tion and which are not disclosed in the prior art.

The invention claimed is:

1. A method for communication, comprising:

receiving in a secure installation via a network from a

remote user terminal an input comprising a stream of
symbols that has been encrypted using a preselected
encryption key;

decoding the encrypted stream of symbols in the secure

installation using a decryption key corresponding to the
preselected encryption key, to produce a clear stream of
symbols;

inputting the clear stream of symbols via a first one-way

link to a processor in the secure installation;
using a computer program running on the processor in the
secure installation, processing the symbols in the clear
stream and generating a graphical output in a predefined
display format in response to processing the symbols;
and
outputting the graphical output from the secure installation
via a second one-way link to the network in an unen-
crypted format for display on the remote user terminal,

wherein an input path for conveying the stream of symbols
from the remote user terminal to the processor and an
output path for conveying the graphical output from the
processor to a display on the remote user terminal are
separate and independent paths, without any electronic
interaction between the input and output paths within the
remote user terminal.

2. The method according to claim 1, and comprising gen-
erating the encrypted stream at the remote user terminal by
applying the preselected encryption key using an encoder in a
secure input device of the remote user terminal such that the
encryption key is inaccessible to a central processing unit of
the terminal.

3. The method according to claim 1, wherein outputting the
graphical output comprises replicating a local display of the
processor in the secure installation on the display at the
remote user terminal.

4. The method according to claim 3, wherein receiving the
encrypted stream of symbols and generating the graphical
output provide a remote desktop functionality at the remote
user terminal for controlling predefined functions of the
secure installation.

5. The method according to claim 1, wherein the symbols
in the stream are alphanumeric characters.

6. The method according to claim 1, wherein the secure
installation comprises an industrial control system, and
wherein the input from the remote user terminal is configured
to control an operating configuration of the industrial control
system.

7. The method according to claim 4, wherein replicating
the local display comprises encapsulating and transmitting a
sequence of screen shots of the local display.

8. The method according to claim 1, wherein the processor
is accessible to communications to and from the network only
through the first and second one-way links.

9. Communication apparatus for deployment in a secure
installation, the apparatus comprising:

an input interface, which is configured to receive via a

network from a remote user terminal outside the secure
installation an input comprising a stream of symbols that
has been encrypted using a preselected encryption key;
adecoder, which is coupled to receive the encrypted stream
of symbols from the interface and configured to decrypt
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the encrypted stream using a decryption key correspond-
ing to the preselected encryption key, to produce a clear
stream of symbols;

a computer, which is configured to run a software program
that causes the computer to process the symbols in the
clear stream and to generate a graphical output in a
predefined display format in response to processing the
symbols;

a first one-way link, coupled to convey the clear stream of
symbols from the decoder to the computer;

an output interface, which is configured to convey the
graphical output to the network in an unencrypted for-
mat for display on the remote user terminal; and

a second one-way link, coupled to convey the graphical
output from the computer to the output interface,

wherein an input path for conveying the stream of symbols
from the remote user terminal to the processor and an
output path for conveying the graphical output from the
processor to a display on the remote user terminal are
separate and independent paths, without any electronic
interaction between the input and output paths within the
remote user terminal.

10. The apparatus according to claim 9, wherein the graphi-
cal output is configured to replicate a local display of the
computer in the secure installation on the display at the
remote user terminal.

11. The apparatus according to claim 10, wherein the soft-
ware program running on the computer provides a remote
desktop functionality at the remote user terminal for control-
ling predefined functions of the secure installation.

12. The apparatus according to claim 9, wherein the sym-
bols in the stream are alphanumeric characters.

13. The apparatus according to claim 9, wherein the secure
installation comprises an industrial control system, and
wherein the input from the remote user terminal is configured
to control an operating configuration of the industrial control
system.

14. The apparatus according to claim 9, and comprising the
remote user terminal, wherein the terminal comprises a
secure input device that encrypts the stream of symbols using
an encryption key that is inaccessible to a central processing
unit of the terminal.

15. A method for communication, comprising:

receiving in a secure installation via a network from a
remote user terminal an input comprising a stream of
symbols that has been encrypted using a preselected
encryption key;

decoding the encrypted stream of symbols in the secure
installation using a decryption key corresponding to the
preselected encryption key, to produce a clear stream of
symbols;

inputting the clear stream of symbols via a first one-way
link to a processor in the secure installation;

using a computer program running on the processor in the
secure installation, processing the symbols in the clear
stream and generating a graphical output in a predefined
display format in response to processing the symbols;
and

outputting the graphical output from the secure installation
via a second one-way link to the network for display on
the remote user terminal,

wherein an input path for conveying the stream of symbols
from the remote user terminal to the processor and an
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output path for conveying the graphical output from the
processor to a display on the remote user terminal are
separate and independent paths, without any electronic
interaction between the input and output paths within the
remote user terminal.

16. The method according to claim 15, wherein outputting
the graphical output comprises receiving the graphical output
in an encoder from the processor via the second one-way link,
encrypting the graphical output in the encoder, and transmit-
ting only the encrypted graphical output to the network.

17. The method according to claim 16, wherein the graphi-
cal output is received and decrypted at the remote user termi-
nal so as to replicate a local display of the processor in the
secure installation on the display at the remote user terminal
and to provide a remote desktop functionality at the remote
user terminal for controlling predefined functions of the
secure installation.

18. Communication apparatus for deployment in a secure
installation, the apparatus comprising:

an input interface, which is configured to receive via a
network from a remote user terminal outside the secure
installation an input comprising a stream of symbols that
has been encrypted using a preselected encryption key;

adecoder, which is coupled to receive the encrypted stream
of symbols from the interface and configured to decrypt
the encrypted stream using a decryption key correspond-
ing to the preselected encryption key, to produce a clear
stream of symbols;

a computer, which is configured to run a software program
that causes the computer to process the symbols in the
clear stream and to generate a graphical output in a
predefined display format in response to processing the
symbols;

a first one-way link, coupled to convey the clear stream of
symbols from the decoder to the computer;

an output interface, which is configured to convey the
graphical output to the network for display on the remote
user terminal; and

a second one-way link, coupled to convey the graphical
output from the computer to the output interface,

wherein an input path for conveying the stream of symbols
from the remote user terminal to the processor and an
output path for conveying the graphical output from the
processor to a display on the remote user terminal are
separate and independent paths, without any electronic
interaction between the input and output paths within the
remote user terminal.

19. The apparatus according to claim 18, and comprising
an encoder, which is coupled to receive the graphical output
from the computer via the second one-way link and is con-
figured to encrypt the graphical output from the computer and
convey the encrypted graphical output to the output interface
for transmission over the network.

20. The apparatus according to claim 19, wherein the
graphical output is received and decrypted at the remote user
terminal so as to replicate a local display of the processor in
the secure installation on the display at the remote user ter-
minal and to provide a remote desktop functionality at the
remote user terminal for controlling predefined functions of
the secure installation.
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